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Overview

A Risks/changes A models A decisions
A C4UC

A Decision-support tools

A Models

A Stakeholders

A Impacts
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Risks and Changes

A Risks to critical infrastructure
AfChangeso to
A Challenges

A Opportunities
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Models: Understand RiIsks

A Systems of systems
A Risk:
threats A vulnerabilities A consequences

A Complicated interdependencies
A Decision-support tools: essential
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The Cente%r Understanding Change

A 501c3
A Decision-support tools & processes
A Connect owners of models and data

A Jointly explore implications of large,
complex issues
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Making decisions Is hard

A Complex systems and issues
A Evaluate solutions (alternatives, options)
A Science & technology: uncertain

A Stakeholders: diverse and inconsistent
knowledge, values, and agendas

A Decisions: based on many variables

Copyright 2014 The Center for Understanding Change April 8, 2014, Colorado Springs, CO



‘ ) Critical Infrastructure Symposium
" The Center /or Understanding Change Colo. Springs, CO: ApriY?-g 2014

Bayesian DeC|S|on Support
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Uncertain Qualitative In

Do you think
humans are
the cause of
climate
change?

Yes

< — Maybe >

NO

IIIIIIIIIII

put

1]
A ' Som—

(c]

Guess

Expert

Level of knowledge or certainty

April 8, 2014, Colorado Springs, CO

Copyright 2014 The Center for Understanding Change



Critical Infrastructure Symposium
Colo. Springs, CO; April 7-8, 2014

" The Center /or Understanding Change

Recent Application

Bayesian Analysis for Spatial
rea 43 (53.92%) R kien,

Siting (BASYS)
A Choose location for wave »“ 2
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energy system:
Oregon coast
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A Scientific data and models o
PLUS stakeholder input i
|

A Many diverse stakeholders
A Much conflicting information
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C4UC Partners

Partners have deep scientific knowledge:
A Sandia National Labs
A Argonne National Lab
A Old Dominion University
A MediaX at Stanford University
A The Santa Fe Institute
A Discern
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C4UC Model Approach

A Challenge: expand the use of existing
DHS models (systems dynamics)

A Ciritical Infrastructure Protection
Decision Support System
(CIPDSS)
A Future: include agent-based models
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CIPDSS

Disruption Cases
&
Mitigation Strategies

Regional / National
Scale Model
(SNL Lead)

Metropolitan
Scale Model
(LANL Lead)

Decision
Analysis
Framework
(ANL Lead)
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Example Analysis 1:
Telecommunications

Example Analysis 2:
Agricultural Disease

Future Analyses

DHS Basis Scenarios, ...
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Consequence Metrics D
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Decision Metrics

Human Health & Safety |
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Trade-off Preferences and Risk Attitude Profiles

National Security

e —

I

Copyright 2014 The Center for Understanding Change

——

Evaluation and Comparison
of Alternatives
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CIPDSS
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CIPDSS Linked Models
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