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Overview 

ÅRisks/changes Ą models Ą decisions 

ÅC4UC 

ÅDecision-support tools 

ÅModels 

ÅStakeholders 

ÅImpacts 
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Risks and Changes 
ÅRisks to critical infrastructure 

ÅñChangesò to our world 

   Ą Challenges 

   Ą Opportunities 
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Models: Understand Risks 

ÅSystems of systems 

ÅRisk: 

  threats Ą vulnerabilities Ą consequences  

ÅComplicated interdependencies 

ÅDecision-support tools: essential 
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Å501c3 

ÅDecision-support tools & processes 

ÅConnect owners of models and data 

ÅJointly explore implications of large, 

complex issues 

ÅSolve ñstakeholder problemò 
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Making decisions is hard 

ÅComplex systems and issues 

ÅEvaluate solutions (alternatives, options) 

ÅScience & technology: uncertain 

ÅStakeholders: diverse and inconsistent 

knowledge, values, and agendas 

ÅDecisions: based on many variables 
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Bayesian Decision Support 

Uncertain 

qualitative and 

quantitative  

data and models 

Decide what 

to do next Fusion of simulation 

results, estimates, and 

values 

Many 

Alternatives 

Chose alternative 

with highest 

satisfaction and 

take action 

Stakeholders with 

inconsistent 

estimates and values  
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Uncertain Qualitative Input 

Do you think 

humans are 

the cause of 

climate 

change? 

Yes 

No 

M
a
y
b
e

 

Level of knowledge or certainty 

               Guess                    Expert 
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Recent Application 

Bayesian Analysis for Spatial 

Siting (BASS) 

ÅChoose location for wave 

energy system: 

 Oregon coast 

ÅScientific data and models 

PLUS stakeholder input 

ÅMany diverse stakeholders 

ÅMuch conflicting information 
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C4UC Partners 
Partners have deep scientific knowledge: 

ÅSandia National Labs 

ÅArgonne National Lab 

ÅOld Dominion University 

ÅMediaX at Stanford University 

ÅThe Santa Fe Institute 

ÅDiscern 
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C4UC Model Approach 

ÅChallenge: expand the use of existing 

DHS models (systems dynamics) 

Ą Critical Infrastructure Protection 

      Decision Support System 

                    (CIPDSS) 

ÅFuture: include agent-based models 
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March 31, 2014 12 

Source: B. Bush 

CIPDSS 
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CIPDSS 
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CIPDSS Linked Models 
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